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Mr. Antonio E. López

HIT Rail BV

Postbus 2812

UTRECHT 3500 GV
THE NETHERLANDS 

Attn:
GPH Members 
Wednesday, 21 December 2011
[image: image2.png]Dear Mr Cervinka,

IP Renumbering – IMPORTANT NOTICE
In June 2008 we wrote to you to inform you of the decision to migrate the HERMES network from ‘loaned’ IP address range 171.30.36.x to the IP addresses owned by HIT Rail 93.94.200-4.xxx with a target of completion in 2010.
We have managed this issue through the GPH and communicated progress to all customers. The purpose of this letter is to tell you about the GPH decision to cease routing 171.30.36.x addressing from Midnight Monday 30th January 2012. The vast majority of HERMES traffic having migrated and only 3 HIT Rail customers who have failed to respond over the last 3 years have yet to migrate only one of whom is using a production application. Therefore we expect little impact.
To recap the main points:

· Most of the 171.30.36.x addresses (256 in total) were allocated already. There was a lack of free addresses, which conflicted with the emerging demand by new customers and new applications,(Note we now use around 1024 addresses of the 2048 available in the new range) 
· These 171 addresses were not owned by HIT Rail (they were provided by BR’s IT unit, but after its privatisation they now belong to Global Crossing who have been unwilling to provide assurances about our continued use of these addresses or permit us to use more addresses).

· To resolve this HIT Rail acquired our own IP addresses from RIPE NCC. As an LIR, HIT Rail was allocated a /21, 2048 addresses (93.94.200.0 - 93.94.207.255) and has since acquired a second /21 plus an IPV6 allocation ensuring a sustainable future.
· HIT Rail conducted a survey of customers IP address requirements looking forward for 3 years. Based on this we developed a scheme for 93.94.200.xxx addresses to be allocated to each customer with half of these assigned. The scheme (attachment 1) also shows which railways are already migrated.

Given that the majority of customers were ready to migrate over a year ago and the residual IP addresses with firewall access is a threat to network security we have taken the decision to cease routing the 171 addresses as of Midnight 30 January 2012 despite no full migration and in order to encourage the remaining customers to take action. We believe your service is unaffected and attachment 2 shows the traffic per IP address from week 12-18 December. Any 171 traffic shown we believe to be ‘heartbeat’ and a further reason to remove these addresses as it is unnecessary traffic. 


As usual Phil Barton will project manage this and Dirk Wauters will be key to dealing with any technical issues. Contact details are:
	E-mail Phil@hitrail.com
P +44-1625-522826

M +44-7802261510
	E-mail dirk.wauters@b-holding.be
P +32-2-2128032

M +32-476-400287


The plan is as follows:

1. This letter is sent out confirming closure – those sites not migrated will receive a special notice.

2. All Railways are requested to inform their technical teams of this change and to check that there partners are not still sending on 171 addresses. If they find they are they are requested to contact them to forewarn of this closure as well as notifying Phil Barton. 
3. Sites not migrated will receive a follow up early January by phone to ensure appropriate action is being taken.
4. Phil Barton will request BT to remove the 171 addressing from the network over 30th -31st January 2012.

5. In the event that this causes problems to any site they should call Phil Barton who will manage any issues. Note going back will be difficult and our preferred approach is to go forward to use the 93.94.200 addresses.


If this presents you with major problems please let Phil Barton, contact details above, know as soon as possible and certainly early in January so we can take action to continue to support your traffic. 

The migration is almost complete and has stalled over the last 3 customers, with regret we have decided to force the completion and we hope you agree. 

Yours sincerely,
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Antonio E. Lopez

Managing Director, HIT Rail

ATTACHMENT 1: Sites with 171 assigned IP addresses and their 93.94.200-4.xxx assignments
	Customer
	Country
	Site name
	Old IP addresses (advertised in VPN)
	Hit Rail allocate 
	Hit Rail assign + route
	Start New IP range
	Migrated

	RENFE
	ES
	MADRID
	171.30.36.184/29
	32
	16
	93.94.200.0
	

	ADIF
	ES
	MADRID
	Shared above
	8
	
	93.94.203.240
	

	ATOC
	UK
	BIRMINGHAM
	171.30.36.72/29
	32
	16
	93.94.200.32
	

	CD
	CZ
	PRAGUE
	171.30.36.176/29
	16
	8
	93.94.200.64
	

	CFL
	LU
	LUXEMBURG
	171.30.36.16/29
	16
	8
	93.94.200.80
	

	CFR
	RO
	BUCHAREST
	171.30.36.48/29
	16
	8
	93.94.200.96
	

	DSB
	DK
	COPENHAGEN
	171.30.36.144/29
	16
	8
	93.94.200.112
	

	DB
	DE
	BERLIN
	171.30.36.112/29 & 171.30.36.200/29
	128
	64
	93.94.200.128
	

	JZ
	
	BELGRADE
	171.30.36.40/29
	16
	8
	93.94.201.80
	

	MAV
	HU
	BUDAPEST
	171.30.36.208/29
	16
	8
	93.94.201.112
	

	OBB
	AT
	VIENNA
	171.30.36.152/29 & 171.30.36.248/30
	64
	32
	93.94.201.128
	

	NS Intl
	NL
	LELYSTAD
	171.30.36.32/30
	16
	8
	93.94.201.192
	

	PKP
	PL
	WARSAW
	171.30.36.64/29
	16
	8
	93.94.201.224
	

	RAILION
	NL
	AMSTERDAM
	171.30.36.128/29
	16
	8
	93.94.201.240
	

	PRORAIL
	NL
	UTRECHT
	171.30.36.28/30 & 171.30.36.4/30
	32
	16
	93.94.202.0
	

	RNE
	AT
	VIENNA
	171.30.36.252/30
	32
	16
	93.94.202.32
	

	SBB
	CH
	BERN
	171.30.36.104/29 & 171.30.36.36/30
	32
	16
	93.94.202.96
	

	RZD
	RU
	MOSCOW
	171.30.36.8/29
	16
	8
	93.94.202.128
	

	SJ
	SE
	STOCKHOLM
	171.30.36.136/29
	16
	8
	93.94.202.144
	

	SZ
	SI
	LJUBLJANA
	171.30.36.168/29
	16
	8
	93.94.202.160
	

	SNCB
	BE
	BRUSSELS
	171.30.36.96/29
	64
	32
	93.94.202.192
	

	SNCF
	FR
	PARIS SNCF
	171.30.36.80/28 & 171.30.36.192/29
	128
	64
	93.94.203.0
	

	TSF
	IT
	ROME
	171.30.36.120/29 & 171.30.36.24/30
	32
	16
	93.94.203.128
	

	UIC
	FR
	PARIS UIC
	171.30.36.240/29
	16
	8
	93.94.203.176
	

	VR
	FI
	HELSINKI
	171.30.36.216/29
	16
	8
	93.94.203.192
	

	ZSR
	SK
	BRATISLAVA
	171.30.36.160/29
	16
	8
	93.94.203.208
	


ATTACHMENT 2: IP Traffic 12-18 December.
	IP address
	Company
	Application
	Traffic

	171.30.36.16
	CFL
	Other 00 ............ Not Allocated (No Traffic) - Other
	0
	

	171.30.36.17
	CFL
	Freight 97 Bilateral SNCF CFL - Production
	0
	

	171.30.36.18
	CFL
	Freight 30 1 International Freight Train Consist Preadvice - Production
	0
	

	171.30.36.19
	CFL
	Freight 97 Bilateral SNCF CFL - Production
	0
	

	171.30.36.20
	CFL
	Freight 31 ISR Wagon Status Reporting - Production
	0
	

	171.30.36.21
	CFL
	Freight 31 ISR Wagon Status Reporting - Test
	0
	

	171.30.36.22
	CFL
	Mixed 83 Bilateral Timetable SNCF SNCB CFF - Production
	0
	

	171.30.36.23
	CFL
	Other 00 ............ Not Allocated (No Traffic) - Other
	0
	

	93.94.200.80
	CFL
	Other 00 ............ Not Allocated (No Traffic) - Other
	0
	

	93.94.200.81
	CFL
	Other 00 ............ Not Allocated (No Traffic) - Other
	0
	

	93.94.200.82
	CFL
	Freight 30 1 International Freight Train Consist Preadvice - Production
	19.25
	

	93.94.200.83
	CFL
	Freight 30 1 International Freight Train Consist Preadvice - Test
	0
	

	93.94.200.84
	CFL
	Freight 31 ISR Wagon Status Reporting - Production
	0
	

	93.94.200.84
	CFL
	Freight 40 1 Orfeus - Production
	0
	

	93.94.200.85
	CFL
	Freight 31 ISR Wagon Status Reporting - Test
	33.68
	

	93.94.200.85
	CFL
	Freight 40 1 Orfeus - Test
	33.68
	

	93.94.200.86
	CFL
	Freight 81 Bilateral CFL SNCF - Production
	73.75
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